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FreeRADIUS Kurulumu

Sunum dahilinde Fedora Core8 uzerine
FreeRADIUS 2.0.3 kurulumu anlatiimaktadir.

Ayrica calismanin dokimaninda
FreeRADIUS1.0.7'nin kurulumunu da bulabilirsiniz.
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FreeRADIUS Kurulumu

[root@localhost freeradius-server-Z.8.314# .- configure
for gcc... gcc
for C compiler default output file name... a.out
whether the C compiler works... yes
whether we are cross compiling... no
for suffix of executables... .
for suffix of object files... o _/Conflgure
whether we are using the GHNU C compiler... yes
whether gcc accepts -g... yes
for gcc option to accept IS0 CBI... none needed

for g++... g++ m k
whether we are using the GHNU C++ compiler... _ a e

make install
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Kurulum Tamamlandi

oot freeradius-server-2.8.3/1ibtool --finish ~susr-local-slib
PATH="$PATH:/sbin" ldconfig -n ~usr-local-lib

Libraries hawve been installed in:
susr-localslib

If you ever happen to want to link against installed libraries
in a given directory, LIBDIR, you must either use libtool, and
specify the full pathname of the library, or use the "-LLIBDIR’
during linking and do at least one of the following:
add LIBDIR to the LD _LIBRARY PATH’' environment variable
during execution
add LIBDIR to the ‘LD _RUN_PATH’' environment variable
during linking
use the "-Wl,--rpath -W1,LIBDIR’ linker flag
have your system administrator add LIBDIR to '~etcrsld.so.conf’

See any operating system documentation about shared libraries for
ore information, such as the 14(1) and 1d.s0(8) manual pages.

[rootPlocalhost freeradius-server-2.08.314#

[rootPlocalhost freeradius-server-2.8.31# cd susr~localrsetcsraddb
[rootPlocalhost raddbl# pwd

usr/localrsetcsraddb

[root@localhost raddbl#t _

Kuruldugu klasor: /usr/local/etc/raddb
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Sertifika Klasoru

[rootRlocalhost raddbl# cd certss
[rootRlocalhost certsl# 1=

H1.pem ca.key index.txt random server.cnf server.plZ

Ca.pem index.txt.attr README Server.crt SsServer.pem

a.cnf client.cnf index.txt.old serial server.csr xpextenszions
a_dewr Ah Malefile

carial nld

Fruutﬂlucalhust certs1l# rm -f =>.pem =.der =.csr =.crt =.key ;.p12 serial= index.
xi=_

«— lest amacli
olusturulmus
sertifikalar silinir.

Sertifika klasoru: /usr/local/etc/raddb/certs
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Kok Sertifikasi Ayar Dosyasi

[rootPlocalhost certsl# puwd
usr-local-setc/raddbscerts
[root@localhost certsl# vi ca.cnf_

Kok sertifikasi icin gereken konfiglrasyon
dosyasina girilir.
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Kok Sertifikasi Ayarlari

= CA_default

e

Sdir
Sdirvscrl
Sdirvsindex.txt
Sdir
Sdir/ca.pem
Sdirsserial
Sdirscrl.pem
Sdir.ca.key
Sdir/.rand
ca_defanlt
ca_default
365

38

no
policy_match

[ policy_match 1
ountryName = match

degistiriimelidir.

Burada Kok Sertifika 2048 bit

olusturulmaktadir. Bu deger
ihitiyaca bagli artirilabilir.

Kurumunuz ile ilgili degerlerde

organizationallUnitMName
commonName
emailAddress

istinguished_name
efault_bits
input_password
putput_password
<509 _extensions

[certificate_authorityl
ountryName
state0rProvinceName
localityName
organizationName
emailAddress

~ubjectkegldentifier

basicConstraints

« Default Days ile Sertifika
gecerlilik stresi degistirilebilir.

Kok Sertifikanin 5-10 yil igin
gecerli olmasi dnerilir.

optional
supplied
optional

no
certificate_authority
2848

whatever

whatever

vi_ca

FR

Radius

Somewhere

Example Inc.

adminBexample.com

"Example Certificate futhority"

hash
keyid:always, issuer:always
CA:true
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Sunucu Sertifikasi Ayar Dosyasi

[rootPlocalhost certsl# puwd
usr-local-setc/raddbscerts
[rootPlocalhost certsl# vi server.cnf _

Sunucu sertifikasi icin gereken
konfiglrasyon dosyasina girilir.
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Sunucu Sertifikasi Ayarlari

= CA_default

e

Sdir
Sdirvscrl
Sdirvsindex.txt
Sdir
Sdir/ca.pem
Sdirsserial
Sdirscrl.pem
Sdir.ca.key
Sdir/.rand
ca_defanlt
ca_default
365

38

no
policy_match

[ policy_match 1
ountryName = match

Yine kurumunuz ile ilgili degerler
girilmelidir. —
Burada sunucu sertifikasida

2048 Dbit ile olusturulmaktadir. Bu
deger ihitiyaca bagli artirilabilir.

organizationallUnitMName
commonName
emailAddress

istinguished_name
efault_bits
input_password
putput_password
<509 _extensions

[certificate_authorityl
ountryName
state0rProvinceName
localityName
organizationName
emailAddress
ommonName

lsub jectKeyldentifier
uthorityKeyldentifier
basicConstraints

« Default Days ile Sertifika
gecerlilik stresi degistirilebilir.

Sunucu sertifikanin koke gore
daha kisa sureler icin gecerli
olmasi oOnerilir.

optional
supplied
optional

no
certificate_authority
2848

whatever

whatever

vi_ca

FR

Radius

Somewhere

Example Inc.

adminBexample.com

"Example Certificate futhority"

hash
keyid:always, issuer:always
CA:true
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Sertifikalarin Basimi

[rootPlocalhost certsl# . bootstrap_

<+ \/ideo

/bootstrap komudu ile sertifikalar basilir.
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Kok Sertifikasinin Der Formatina Cevirimi

[root@localhost certs1l#t make ca.der
ppenss]l x589 -inform PEM -outform DER -in ca.pem -out ca.der
[root@localhost certsl# _

make ca.der komudu ile basiimis olan
kok sertifikasini Windows istemcilerin
daha kolay kurulum yapmalarini
saglayacak der formatina ceuvirilir.
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“eap.conf” Ayar Dosyasi

[root@localhost raddbl#t pwd
usr-/local-setc-sraddb
[root@localhost raddbl#t vi eap.conf _

Sunucu Sertifikasinin anahtar kelimesini
degistirmek icin eap.conf konfiglrasyon
dosyasina girilir.
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“eap.conf” Dosyasindaki Degisiklikler (1)

default_eap_type = mdS}j

Burdaki default _eap type degeri md5’'den
kullanacaginiz protokole bagli olarak peap
veya ttls olarak degistirilebilir. Bu sadece
kimlik denetimin daha hizli yapilmasini
saglar.
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“eap.conf” Dosyasindaki Degisiklikler (2)

certdir = S{confdir}-/certs
cadir = S{confdir}-certs

private_key_password = whatever]]
private_key file = ${EEPtdir}/SEPUEP.pEm

Sunucu Sertifikasinin anahtar kelimesi
“private_key password” kismina
yazilmalidir.
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“eap.conf” Dosyasindaki Degisiklikler (3)

FreeRADIUS un virtual server 0zelligl
kullanilmayacaktir. Bunun icin eap.conf
dosyasinda ki peap ve ttls kisimlarinda bu
Ozellik ile ilgili satirlarin basina # sembolu
konulur.
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“clients.conf” Dosyasindaki Degisiklikler

[rootPlocalhost raddbl#t vi clients.conf _

lient 192 .168.1.68 {
secret = 1234
shortname =test_switch
T

lient 192.168.1.18 {
zecret = 1234
=hortname =test_ap
Li

“client.conf” dosyasina kimlik denetimi
yapacak ag cihazinin IP adresleri ve
sifreleri belirtilir.
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“users” Dosyasindaki Degisiklikler

[root@localhost raddbl# vi users _

it Note that there is ND 'Fall-Through’ attribute, so the user will not
it be given any additional resources.

est Cleartext-Password := "pass1234"
est2 Cleartext-Password := "pass2222"

Son olarak “users” dosyasina aginiza
dahil olacak kullanicilarin kullanici adlari
ve sifreleri belirtiimelidir.
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FreeRADIUS un Calistirilmasi

[root@localhost raddbl#t radiusd -X_

¥
Listening on authentication address = port 1812

Listening on accounting address = port 1813
Listening on proxy address = port 1814
Ready to process requesis.

Artik FreeRADIUS radiusd —X komudu ile
calistirilabilir. Bu komut ile kimlik denetimi
lle ilgili sunucu detayli log verecektir.
Sunucunun duzgun calistiginda
eminseniz uygulamayi bir servis olarak
devreye alabilirsiniz.
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PEAP ve TTLS Karsilastirmasi (1)

rim_eap_tls: processing TL3
eaptls_wverify returned 7
rlm_eap_tls: Done initial handshake
eaptls_process returned 7
rlm_eap_peap: EAPTLS_OK
rim_eap_peap: Seszion established. Decoding tunneled attributes.
rlm_eap_peap: Receiwved EAP-TLU response.
rilm_eap_peap: Success
rim_eap: Freeing handler
++[eapl returns ok
Login OK: [testrs<{wvia Auth-Type = EAP>]1 (from client test_switch port 5HBBB1 cli A
H-16-D3-BC-A4-7B)
MS-MPPE-Recv-Key = Bxef822417172685cf 7eB?c?b5f1183ae56f daef449a31 1296288
145aa5bc99486
M5-MPPE-Send-Key = BxddedB4fZ213254B8ad4171754993888a2157b9fd5548bb5fac9es
215e?1784e7ea
EAP-Message = BxB3BaBBd4
Message-Authenticator - AxAABARBABABARARARBARARARBARAAAAAA
User-Name = ﬁ
Finizshed regquest 18.

PEAP kullanici adi TLS tuneli disinda yolladigi
Icin sifresiz gider. Ancak sifre TLS tunelinde ve
MSCHAP?2 ile sifrelenmis gider. Buda sunucu
logunda bile kullanicinin sifresinin tespit
edilmesini engeller.
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PEAP ve TTLS Karsilastirmasi (2)

auth: type "PAP”

+- entering group PAF

rilm_pap: login attempt with password “passi234”
rlm_pap: Using clear text password “"passi1234"
rlm_pap: User authenticated successfully
++[pap]l returns ok

Lps Hk: | [test/pass1234]1) (from client test_switch port B)
TTLS§ Go unneled Access-Accept

pli—=glap: Freeing handler

++[eap] returns ok
Login OK: [anonymous-<via Auth-Type = EAP>]1 (from client test_switch port 58881
cli BB-16-D3-BC-A4-7H)

M5 -MFPE-Recv-Key Bxf36168279898d3e42343a2a265a8f 9dc5dBdBcaba?bech47a638
c9abd194eB4e3

M5-MPPE-Send-Key = Bxd1e9f1435683534646982caf31399%a4da3adb827a5f 338f 6454
cf3c3Z26195542

EAP-Messzage = HBxB3B6HHB84

Meszsage-fiuthenticator = BxBABHABBBAERBEAARABAARARABAAAABAA

User-Hame = "anonymous"
Finished request 6.

TTLS'de kullanici adi ve sifre TLS tunelinden
gider. Ancak tunel icinde cogu zaman PAP kimlik
denetimi secildiginden kullanici adi sifre acik
gider. Buda sunucu logunda kullanicinin sifresi
acik olarak gozukmesine sebep olur.
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Tesekkurler

csirt@ulakbim.gov.tr

http://csirt.ulakbim.gov.tr/gruplar/nac.uhtml
http://Iwww?2.itu.edu.tr/~akingok
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